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Claims 1-36 are cancelled. 
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37. (I^reviouii^y Submrtt^d) A sy&ien^ to swurdy mllhe Bask inp^t m<i Output Systcnfi 
(BIOS) $efVEces> comprij?ing: 

an access driver to generate a service rcqticsT to uiihzt BIOS sen-Mcest, the service 
requcs;! including a seirvke request signature created using a private key m 
crypti>gr^phie key pair; and 

m tnterfei^e to veify service request slgnsattire mmg a piMk Ikey in the 
cryptogi'aphic key pm to tmwt^ x\n integrity of the service request. 

38. (Frevioitsly Submitted) The ^y^tm of Clasm 37, wheiebs: 

the iacces^ driver g^ir^emes a session reque$i to estabtish a ^J^sition with the 
imerllce; and 

ik^ $mmm reqa^fSt uicludei; ii $tmmy requtisi slgnMure cie^ed using private, key 
in a cry{5t:ographic: key pm 

39. (Presaou$iy Submatted) The sy^iem of Claim 37, wher^jih : 

i]n <iccm% driver ge^)er&tes s session r eqwe&t te s:r«d tht sessiot? with th^ iirterface; 

the sesssor; request i-ncludes a session request signature created mtng a private key 
in a cryptogr aphic key pm\ 

40. (Previously Sub;mitied) The sysrerc) of Claifn 37, wheres^v, 

the interface generate,? an authority certiftcate euid send the authonty certificate to 
the access driver after receiving a session: rtrquest; and 

the access driver uses iniformaftot^ included in the authority certificate to generate 
^ufesfequent ise^^sicji requests. 

45 . (Previously Subn^itted) The system of Cbsm 40, wherein the authority certificate 
itieludes a new public key. 



Application/Control Number: 09/679,450 
Art Unit: 2132 



Page 4 



42. (Prevbusty Submitted) The system of Claim 40, wherein the authority certificate 
includes a nevv private key. 

43. (Previomly SiAmiUed) The system of Claim 40, wherem tbc authoruy certificate 
ificludes 3 certificate signature 

44. (Previously Stibmiued) The^y^yterii ofCl^tin^ 3?, ^m^n: 

the inrnf^ct geiierMes m authority cenifscate M)i seiids the authority certificate 
to the access driver sfker recdvittg th^ service request; md 

the driver im^ \n!bm^kin m tho ^ythor Sty omifi^ato ta genmtc 
subsequent ^^srvioe reqii<j:st^. 

45. (Pr^ev^otmly Submitted) A meshod m seeurdy i*5vcke Ba^ic Inpui aiid Output System 
(BiOS) servic?j$, compr?5fcing; 

creatijig a seivke request t?D kvoke BIOS ^efviceji; 

signitjg the E^ervice re<|ueEt vvitb a service re<j^te$$ stgnaiure ge«erai«?d using a 
private key ifi a cryptographic key p^tr ; and 

verify iiig the servi^^e request stgnaiure mmg a ps^blfc key m the cryptograipTVio key 
pair to ensure rhe bt^grny of the service request. 

46 (Previously Subi^^ttted) Ilue metliod of Cbin^ 4$, further comprising: 

a«iiting m m\boi\ty certukaiiJ lliai includes a iiew privtiie k^y a aw public 

key aft^r processing the smvict t tqmu; 

signirig a subse^ti^tvi service requs^t with a ^etvtce request signature generated 

using the .nw private key; ariii 

verifying the service request sigi^ature of the subsc^jue^tl Siervicc request using th^ 

new public key. 

47. (Pfs?viou^ly Submkied) Tl^e mtihod ofCkiiTt 45> hxthm cosiiprising: 

performing a BIOS service indicated by a service optsration code iacfoded in the 
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4S. 0>reviousiy Submitted) The method of Ctaitn 45, further compf SsSj^g; 

creating a session request to e.s{ahtish <^ session mth a ROM AppHcation Prograjn 

signing the session requesi with a session requesl signature generate using a 
pdv^tt^ k^y m 4 cryptographic key pair; ajid 

v^i(ymg \ht sesbri request signaiure tx^m, a. public key in the cryptographic key 
pak to ensure the integrity of tm $^mk>n re-quest. 

49. (Previously Submhted) The method of Claim 4S. turther compri^iiig: 

creati ?tg an autharity cestificace thM ^rtctudes; a private key and a new public 

key ^Mf pmrnmiig the Si^^sioti requss^t;. 

signing a subsequent ss^ssioj^ rc<|W5t with a 5^:ss>^Qn request signature generated 

u^ing the new piiv^^te key; mtl 

verifying the sessbn request signatJire of ihe subsequej^t se^iston request xmng the 

new publ;£C key . 

SO.. (Previously Submirt^jd) The n^ethod of Clabn 4 5, fbrthef compassing: 

crestifig a vSession request to md a se^sson with a ROM Application Program 
tater{ace{RAFl); 

signing the session reqitest mih a session reqt^est ^ignaliire generated using, a 
l>r:ivBte key m n crypK>gfapfeic key p^sir; iinil 

verifyit^g \M mmo^ rtqimt Bigmmm u$ijig apjfolic key m the cryptographic key 
p^ir io ensure the integrity of rhe se.ssion requesi 

3i. (Prevbu^ly Subirikted) A compalef pmgf am emb-cjdied; on b computer-retsdable 
tneditEin to secufely tiliii^e Baiyic irtpul aiid Ouiput Sy^iiem (BIOS) xerv^oes, comprising: 

m 5CCCS3 driver to gerteiMe ^. s^er^^ice feques^t io utilise BIOS seivkeii, the 5:eTviceE 
request inciuc^ing a service requc^st s'igiiature cresLted wsifjg privace key in a 
cryptographic key pa^r; and 

an inteffiice to verify the smice rexpe^t signisture mim^ a public key in the 
cryptographic key pm to enstsre the iiuegriiy of the serv^ice rcojuest. 
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